Abstract-This paper presents a personal approach of auditing the hybrid IT environments consisting in both on premise and on demand services and systems. The analysis is performed from both safety and profitability perspectives and it aims to offer to strategy, technical and business teams a representation of the value added by the cloud programme within the company's portfolio. Starting from the importance of the IT Governance in the actual business environments, we presented in the first section the main principles that drive the technology strategy in order to maximize the value added by IT assets in the business products. Section two summarizes the frameworks leveraged by our approach in order to implement the safety and profitability computation algorithms described in the third section. The paper concludes with benefits of our personal frameworks and presents the future developments.
INTRODUCTION
Nowadays, the companies must continuously provide efficient innovation strategies, by making the IT environment more agile in order to support radical changes on the business process and information flows due to the economic instability and permanent changes in the market.
Together with the requirements of flexibility, scalability and elasticity, the IT environment mandates a new dimension that should ensure proper management of change and efficient operations on both existing and new IT assets. The technology manifests a trend of migrating from specialized "systems" to dedicated services, becoming more and more platform independent in order to get the maximum value from the information technology. This is how in 2003, a new concept was built -IT Governance that aimed to put together all the concepts, definitions, processes, procedures and methodologies that, by reassembling them into a common framework, are able to implements IT programs to deliver high profitability in the business dimension.
Enterprise governance of IT (EGIT) represents the conceptual and pragmatic definition and implementation of processes, structures and relational mechanisms that enable both business and IT people to execute their responsibilities in support of business/IT alignment and the creation of business value from IT-enabled business investments [1] .
The six principles that define the Enterprise Governance of IT are [2] ' .
In order to assess correctly the IT Governance, a proper audit process must be conducted that, starting from mature evaluation frameworks, analyses the specific company and offers a value of the IT Governance level.
In this paper we propose an efficient methodology to audit the hybrid IT environments that consist in both on premise and on demand systems, in order to evaluate the level of the cloud service safety and its profitability. Starting from two existing frameworks presented in Section II, we describe our personal approach in the thirds section of the paper. The paper concludes with the benefits of our approach and future works.
II. AUDITING IT GOVERNANCE FRAMEWORKS
There are a lot of frameworks that evaluate the governance and the efficiency of IT environments from different perspectives, one of them is defined in [14] . In our approach, we want to offer a methodology of assessing the safety of the cloud service and its profitability. In order to do that, we start from the Cloud Security Alliance security model and, for each of the domains defined in [3] we specified security controls. The security controls compose the audit questionnaire. The audit process evaluates the control mechanisms using an Starting from this security domains classification for the cloud models [19] , we defined for each of the areas mentioned in the table above, the required controls that lower the risk associated with the domain. This research activity was performed based on existing cloud practice and traditional security measures and concluded in the definition of most relevant mechanisms and procedures that must be evaluated during an audit process. In order to assess the level of conformity and the risk associated with the lack of mature implementation of the mechanisms, we used the capability model defined by COBIT.
B. COBIT
COBIT (Control Objectives for Information and Related Technology) [4] represents the framework implemented by ISACA in order to define the environment of a company that defines governance and management of enterprise IT from both business and management perspective.
This framework is based on five principles: Based on these principles, ISACA build a capability model able to evaluate the level of IT governance and management. This model consists of 6 different capability levels each control can implement. The next picture depicts the COBIT 5 Capability model leveraged by our approach: Fig. 1 . COBIT Capability Model [4] This capability level implements the restriction that each level can be achieved only after the previous one was successfully fulfilled. Also, there is a huge difference between the process that is in level 1 and the ones in superior levels because, once the process reached level 1, it means that all the performance attributes were achieved.
C. Val IT
ISACA describes in [5] an evaluation model for the value added to the enterprise by the IT programs. This framework is based on the following principles:
IT-enabled investments will: www.ijacsa.thesai.org Project-A structured set of activities concerned with delivering a defined capability to the enterprise based on an agreed-upon schedule and budget Programme-A structured group of inter-dependent projects that are both necessary and sufficient to achieve a desired business outcome and create value.. The investment programme is the primary unit of investment within Val IT.
Portfolio-Groupings of 'objects of interest' (investment programmes, IT services, IT projects, other IT assets or resources) managed and monitored to optimize business value. The investment portfolio is of primary interest to Val IT. IT service, project, asset or other resource portfolios are of primary interest to COBIT.
The maturity evaluation is implemented within Val IT using specific process metrics that analyze the information flows and business process from the following perspectives:
Value Governance -the goal of this domain is to ensure that value management practices are embedded in the enterprise, enabling it to secure optimal value from its ITenabled investments throughout their full economic life cycle.
Portfolio Management -the goal of this domain is to ensure that an enterprise secures optimal value across its portfolio of IT-enabled investments.
Investment Management -the goal of this domain is to ensure that the enterprise's individual IT-enabled investments contribute to optimal value.
The picture below depicts the Val IT processes and domains: In our approach we use this model in order to determine the level of the enterprise maturity related to the implementation of cloud pragrammes. Beside COBIT and Val IT, ISACA also issued a number of papers that describe general guidelines [6] regarding the evaluation of business continuity and the IT governance within cloud computing architecture [7] [8].
Starting from these specialized opinions, we created an audit framework that quantifies the safety level of a cloud service based on the security measures implemented within the architecture analyzed. During our assess, we have a second indicator -the profitability level of the programme that invested in the cloud service, which is computed based on the maturity level of the company's practices used during the programme and on the risk manifested by the cloud service, evaluated in the safety section of the audit.
III. PERSONAL APPROACH

A. General Approach
Our audit methodology is based on questionnaires consisting in security measures defined for hybrid TI environments that ensure a high level of safety, governance and operability within the infrastructure. www.ijacsa.thesai.org These controls and classified in domains according to the guidelines from [3] presented in the second section of this paper. They address the major aspects of each domain by analyzing both on premise and on demand specific controls and procedures.
The audit process can address one or multiple domains within one assessment [20] . Each control is evaluated using the capability model of COBIT presented in section 2 which represents the reference model in assessing the level of implementation of each security mechanism included in the audit questionnaire. The security measures [18] and procedures address both service provider and consumer assets. The safety level is computed against an assumed level of risk for each cloud service and an application sensibility:
 The assumed level of risk has direct impact in computing the safety level by addressing the difference between the actual level of security control implementation and the maximum one  The application sensibility reflects in the correction factor inserted in the computation of risk, by the previously mentioned difference.
After computing the safety level, we offer an approach that quantifies also the level of conformity with the CSA [3] best practices and recommendation. This indicator is computed against the assumed risk level that is materialized in the minimum safety level that must be met by the domain in order to be classified as compliant. Once the domain is compliant, the conformity level is computed based on the safety level. For the computation of profitability level, beside the analysis of the security measures realized using the approach we defined above, we use Val IT process measures to assess the level of company's maturity in implementing, governing and operating the hybrid IT programmes.
The evaluation that leverages the Val IT framework uses the 3 domains described in the previous section and evaluates the maturity of the metrics included in the audit questionnaire by comparing estimated maturity level with the one obtained after the assessment.
The profitability assessment can be conducted for a single programme or for the entire portfolio. In case the audit addresses the entire portfolio, the profitability factor algorithm takes into consideration the risk level of the audited programme within the portfolio, and for the other ones, it computes the profitability level by evaluating only the maturity level.
At the end of this methodology, we present a mechanism to compute the internal rate of return of the audit target -the portfolio or the programme addressed during the audit process.
In the next two sections we present our personal methodology of evaluating the safety and profitability level for an assessed cloud service contracted within a hybrid IT environment.
B. Computation of Safety Level
The safety level represents the level of security controls implementation as compared to the assumed risk defined for the application that is been evaluated.
In order to compute the safety level, the audit process must address the entire audit questionnaire for the domain being evaluated. Based on the responses, we define the application risk as the uncertainty rate reported to the cloud vulnerabilities from the analyzed security domain, materialized in the implementation level of each control:  n is the number controls being evaluated in the audit process Each cloud service analyzed has associated with it the assumed level of risk ranked from 1 to 3 -1 meaning that the service should be very secured and 3 meaning that, providing the type of data and the business process and information flows being implemented in the cloud, the balance between security and costs should go on the cost savings side. The risk level is defined by the strategy team during the documentation of the business case that leads to the programme implementation. The assumed level of risk is evaluated using the following expression:  n is the number controls being evaluated in the audit process Using the two measures presented above, the safety level is computed using the following expression:  n is the number of domains in scope for the audit process.
Based on the safety level and on the assumed risk level, the conformity level is computed using the following expression: The conformity level is the measure of the security and governance measures and controls implementation within the audit architecture evaluated against the best practices recommended by the standards used as references when we defined the audit framework.
Therefore the two levels computed by our approach in the safety section of the audit process, offer a realistic view of the contracted cloud service by analyzing the entire integration context.
Our methodology analyzes cloud provider and consumer controls in order to evaluate the level of performance, governance, risk, management and operation of the IT domain by including in the audit questionnaire assets from both parties.
C. Computation of Profitability Level
The profitability level represents the rate of capitalization of the financial investments engaged for a programme.
In order to compute the profitability level, our approach starts from the maturity level of programme evaluated using specific process metrics. All the processes and flows metrics are classified into the Val IT specific domains and address the following topics: For the audit processes that address the entire portfolio, without assessing the safety evaluation for the all the programmes, the update rate is computed as the arithmetic mean of the updates rates of all the programmes. If the programme was not assessed for safety, the update rate is computed using the expression:  n is the number of domains in scope for the audit process
The Net Present Value (NPV) represents an investment evaluation method that is dependent on the total amount of costs and incomes for a programme. NPV makes comparisons between cash flow of the program and investment effort involved in doing so. The formula for calculating this is: (19) For the audit processes that address the entire portfolio, the NPV is computed for each programme the portfolio contains. In this way we are able to assess the profitability of each of the portfolio components. In order to evaluate the overall profitability, the update rate for the portfolio NPV is computed using the mean update rate of all programmes included in the portfolio.
Based on NPV, we defined the profitability level as: (20) Where:  PL is the profitability level  NPV is Net Present Value of the programme In order to determine the profitability level of the portfolio we use the same expression, but the update rate is computed by considering the individual update rates for each programme with the portfolio.
In order to evaluate another specific economic factor, the internal rate of return, we use the following expression: The picture above depicts the method used to find the measures required in order to compute the internal rate of return if, after conducting the profitability audit according to the methodology we proposed, the result of NPV is positive.
The picture below depicts the method used to find the measures required in order to compute the internal rate of return if, after conducting the profitability audit according to the methodology we proposed, the result of NPV is negative. Usually, in this scenario, the IRR obtained will be less than the one expected by the investors providing that a negative NPV during the audit highlights a lack of profitability for that programme.
In these scenarios a deep analysis must be performed in order to see if the risks and maturity levels assessed during the audit must be fine-tuned which means the expectations for the programme were not properly set, or if the programme did not reach the maturity expected and its security and governance mechanisms and controls do not prove enough capabilities. In this section we presented an efficient mechanism of economical rates evaluation by considering during the analysis both financial and technical aspects from the IT programme being assessed. In this way we offered a relevant representation of the contracted cloud service for both technical and non-technical representatives from company being evaluated. We managed with our approach to translate the security measures and procedures in business figures able to classify the investment as profitable or not. Also, based on the Val IT maturity level leveraged in our framework, we measured the governance and management capabilities of the company in operating the analyzed IT asset. This offers an important decision support for the strategy team regarding the development direction and new cloud adoption roadmap.
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IV. CONCLUSIONS
The information security and knowledge profitability are some the most important aspects within an organization that ensure business continuity and minimization of risk [13] . Their maximum benefits can be achieved by leveraging the IT assets capabilities in order to ensure data availability, business process and information flow high performance, sensitive data protection and business agility. All these characteristics can be obtained only if the company implements a proper IT governance and efficient management and operational processes and procedures.
A proper IT Governance strategy ensures the following benefits [9] : By combining technical aspects [10] [12] divided into main security drivers with governance and operations related factors, our approach offers a full evaluation analysis of cloud system that quantifies the overall safety of the cloud safety [11] from both technological and operational perspective. In this way, the audit process can be a key decision support for the IT strategy roadmap.
After the safety evaluation, we implemented a methodology to quantify the profitability of the IT programme that implemented the cloud service, offering in this way an economical representation of the service risk related to the operational, governance and security aspects analyzed during the first step of the audit process.
Our approach offers the following benefits:
 Quantifies the safety score based on security measures and controls that are compliant with cloud standards by comparing the implementation rate of key security controls with the assumed risked for the cloud service. In this way we managed to implement an efficient algorithm that takes into consideration all key contextual factors from the cloud service implementation and adoption process.
 Measures the conformity level for the standards used as reference in defining the audit framework. The main standard leveraged is the CSA Security model [3] , but when we defined the specific controls to be evaluated, we included the best practice and state of the art of the security measures implemented in the traditional architecture and adopted also by the cloud community.
 Computes the conformity level based on the assumed risk and it is evaluated on each analyzed domain, emphasizing in this way the domains that require improvement [17] .
 Offers an efficient methodology for complex analysis that shows strengths and weaknesses of the analyzed cloud service [16] in the enterprise architecture [18]  Offers decision support for future cloud adoption by evaluating the rate of company maturity and adaptability to change by assessing the entire stack of mechanisms, controls, process and procedures defined within the company in order to obtain an efficient governance and management process.
 By using as a reference model an international standard, we ensure that the principals, best practices and mature recommendations are part of the audit process. Also, by leveraging an existing framework for initial assessment of the implementation level, we obtain all the benefits of a framework that proved its value during the experience.
 Offers a business relevant measures of the IT assets, by quantifying the profitability level of the programme based on the cloud service risk  Offers a financial overview of the IT programme that implements the cloud service which can be used as decision support for future IT innovation strategies  Assesses the level of the organization adaptability to the new trend of cloud computing  Assesses the maturity and efficiency of the existing governance and management procedures for the new type of IT environment: the cloud computing architecture  Assesses the integration between on premise and on demand systems by evaluating key security factors. This is possible due to the holistic representation of the audit process that assesses the control measures on domain basis.
By providing all the advantages mentioned above, our methodology helps the company gain visibility on their own IT environment by evaluating the governance, management and operations maturity levels using a holistic approach together with the security aspects [15] .
This approach suffers permanent changes as the cloud practice keeps on gaining more and more maturity and adopters. Considering this, our set of controls must be permanently updated and adapted on the specificity of the system and business processes being analyzed.
In order to optimize our evaluation method, we want to fine tune the security measures being assessed by specializing the audit process based on industries and types of companies. In this way we can evaluate particular controls imposed by specific standards and regulations. Other improvement would consist in leveraging the approach for cloud providers specific environments, in order to offer a measure of the provider itself instead of addressing the cloud service in the consumer context.
